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SysExpertez is a domain and asset management tool for the IT / System Administrator / Manager of a 

Windows domain network. It helps with tracking and managing the hardware and software assets as 

well as the domain users and user groups within a network domain.  

A lot Active Directory operations can be performed using SysExpertez, such as creating, modifying 

and deleting domain users and groups, setting privileges, managing groups and user information 

(e.g., resetting password, assigning users to different groups, renaming user etc.).  

Since the hardware and software in the computers of a domain can and do change frequently, it gets 

hard keeping track of all those details. For software audit purposes, the Administrator can easily 

collect and report the installed software details from all computers. For hardware audit purposes, the 

Administrator can identify all the hardware components in all the computers. 

SysExpertez provides a flexible and customizable report generation and search capability to track the 

set of PCs, Users and Groups matching specific set of attributes.  You can find all the details in the 

product Help file, which is installed with the product.  

 

Highlights of SysExperte z:  

Á Powerful yet easy to use agentless tool for domain and IT asset management in Windows 

network from a single point of control within the domain.  

Á Scan of entire network or specific computer(s).  

Á Scheduling of network / computer scans and generation of reports. 

Á Reports generation based on the selected Organizational Unit (OU). 

Á Designing custom reports and saving as profile for easy reuse. 

Á Efficient ways to view, add, edit  and delete domain users and user groups. 

Á Help with auditing of hardware assets by providing the details of all Windows PCs (CPU, 

motherboard, RAM, HDD, NIC, video & audio, CD/DVD drives etc.). 

Á Help with auditing of software assets providing list of all installed software in the domain 

computers (OS, applications, hot fixes / software patches).  

Á Detailed information of printers within the network.  

Á Flexible search options to locate PCs, users and groups by various attributes. 

Á Facility to print reports or export to CSV, XLS, PDF and XML format. 

Á Live data from domain in the Domain Management section.  

Á Viewing already scanned and stored data in the Asset Management section. 

Á Operation in both óOnlineô (connected to DC) and óOfflineô (not connected to DC) mode. 

Á Intuitive, easy to use and attractive graphical user interface . 
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Minimum System Requirements  

Á Windows XP-SP3 

Á .NET Framework 4.0 

Á 100 MB of free hard disk space 

Á 1 GB RAM (effective RAM capacity should be more than 800 MB) 

Á Pentium IV processor or equivalent 

 

Recommended System Requirements  

Á Windows XP-SP3 and above 

Á .NET Framework 4.0 

Á 1 GB of free hard disk space 

Á 1 GB RAM for Windows XP / Vista, or 2 GB RAM for Windows 7 and above 

Á Pentium IV processor and above 
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SysExpertez version 2.1 supports Windows XP-SP3, Windows Vista-SP1, Windows 7, Windows Server 

2003, Windows Server 2008, Windows Server 2008 R2, Win8 (Beta) and Windows Server 8 (Beta). 
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Compatibility  

Note : The released product has both 32-bit and 64 bit binaries.  The 32-bit binary runs on both 

32-bit and 64-bit Windows Operating System. 
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You can install SysExpertez from the product CD officially released by SARANGSoft or by downloading 

the MSI from SysExpertez web page on SARANGSoft website.  If you are using the CD, installation 

starts automatically as soon as the product CD is inserted in the CD-ROM or DVD-ROM drive of the 

computer.  If installation does not start automatically, please double-click on óSysExpertez21.msiô to 

manually start the installation.   For downloaded MSI, double-click on óSysExpertez21.msiô. 

Before installation of SysExpertez on a PC, it is recommended to ensure the following:  

 The PC on which SysExpertez will be installed is a member of the Windows domain to be 

monitored.  

 The PC meets the Minimum System Requirements, and preferably the Recommended System 

Requirements. 
 During installation, t he PC must be connected with the Domain Controller for the installation and 

configuration process to be completed properly and efficiently. 

 

Installation  Steps  

Step 1:  Figure-1 shows the first dia log that appears when you start installation.  

 

(Figure ï 1) 

Click on the 'Next' button to continue with the installation process. 

Go to Top  

Installation  
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Step 2:  If your computer does not have .NET Framework 4.0 installed, you will see the dialog as in 

Figure-2.  If you have purchased SysExpertez on CD, you will find the .NET Framework 4.0 setup 

executable inside the folder óDot NET Frameworkô at the same location as SysExpertez MSI. If you are 

installing from a downloaded MSI, you can click on the óDownload .NET Framework 4ô button in the 

dialog to download it from Microsoft Download Center.  

 

 
(Figure-2) 

 

After .NET Framework 4.0 has been installed, please restart SysExpertez setup. 
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Step 3:  You will be presented the Terms of License agreement (Refer to Figure-3.).  Please read it 

before you proceed with installation .  If you agree with the Terms of License agreement, select the óI 

accept the terms in the license agreement ô option. The óNext ô button will be enabled. 

 

(Figure-3) 

 

Click on the óNextô button to continue. 
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Step 4:  The next dialog (Figure-4) allows you to choose an installation location for SysExpertez. By 

default it is installed at <System Drive> \Program Files\SARANGSoft\SysExpertez(Editionname* )\ . You 

can change the location by clicking on the ñBrowseò button.  

I f you have purchased a SysExpertez license, please enter the Registration Key.  Otherwise, you may 

leave it blank.  In that case, SysExpertez will run in Trial mode (for 30 days) . You may register later 

on from inside the application. 

 

 
(Figure-4) 

 

Click on the óInstallô button to start the installation process . 

 

 The Editionname will be replaced by the corresponding edition (Basic, Standard, Professional, 

Premium). 
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Step 5:  The next  dialog (Figure-5) shows the installation progress. It takes a few minutes for the all 

the files to be copied, setting to be made as part of the installation process. Please give it a few 

minutes. 

 

 

(Figure-5) 

 

 

 

 

 

 

 

 

 

Go to Top  



                                                                       Installation Guide ï SysExpertez v2.1 

 

 
  

 
Copyright© 2009-2012  SARANGSoft Corporation. All rights reserved.         Page | 11 

 

Step 6:  Once SysExpertez is installed, you will see the dialog as shown in Figure-6. By default, 

ñLaunch óSysExpertez Configuration Wizardôò option is checked (i.e., selected). You may uncheck this 

and click on the ñFinishò button to finish the setup process.  You may do the configuration process 

later on at your convenience. 

 

 
(Figure-6)  

Click the óFinishô button to complete the installation process. 
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Note : Keeping the option (Launch ôSysExpertez Configuration Wizardô) checked and clicking the 

óFinishô button will open the óConfiguration Wizardô dialog.  
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Configuration Wizard Step 1: Configure Database  

After clicking the óFinishô button in Setup, the dialog appears as shown in Figure-7 below. 

 
(Figure-7) 

 

SysExpertez configures a new database or restores an existing one. The database is used to store 

various information collected from the netwo rk. By default,  the option óCreate new databaseô is 

selected. If you want to restore an existing database, please select the option óRestore from an 

existing databaseô and either enter the path to the existing database file (SysData.db) or browse for it 

using the browse icon on its right . Restoring the database also restores the user Id used to access 

SysExpertez earlier. You may choose to create other IT Manager account(s) for SysExpertez, if you 

wish. 

Click on the óNextô button to continue. 
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Configuration Wizard  
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Configuration Wizard Step 2: Create User Account  

The next dialog (Figure-8) is for creating a new IT Manager account to access SysExpertez. The IT 

Manager has the privilege to create additional IT Manager, Asset Manager and Domain Manager 

accounts. 

 (Figure-8) 

Enter a Login ID and Password of your choice. The login ID and password must be remembered as 

there is no way to re trieve the credentials. However, in case you forget th ose, you may save the 

existing SysData.db file (by default at the location ñC:\Program Files\SARANGSoft\SysExpertez 

(Professional)ò) and later restore from that . While restoring the database file, create a new IT 

Manager. 

Click on the óNextô button to continue. 
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Configuration Wizard Step 3: Connect to D omain  

In t his step, an existing user is authenticated with the domain.  Itôs required later for initiating 

network scan as well as managing the domain.  This user must be a member of the Domain 

Admins group.   

Here enter the Domain Administrator Id  and password below. As you click the óNextô button, the 

authentication process starts. If itôs successful, you will advance to the next step. If authentication  

fails, it will show an error message.  

 
(Figure-9) 
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Configuration Wizard Step 4: Generate Script File  

The next step (Figure-10) generates the script to automatically configure the network for successful 

connection to and queries on all the computers in the network.  SysExpertez uses Windows 

Management Instrumentation (WMI) for connecting with and querying the computers. It is very much 

possible to make the necessary adjustments for WMI, if you would r ather do that yourself.  You will 

find information on that in the ñConfiguration Requirementò section of this document (page 20).  Also, 

The Help document has detailed instructions on the same.  The script is only for your convenience. 

 

(Figure-10) 

By default, t he generated script file is saved at the location <System 

drive>: \Users\<Username>\Documents, which is displayed in óSave script fileô text box. However, you 

can specify a different location for the script file by either entering the full path or  by clicking on 

óBrowseô icon to its right to select the path of your choice .  

Click on the óNextô button to continue.  
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Configuration Wizard Step 5 : Scan for All Network Assets  

In the  next step (Figure-11), SysExpertez tries to connect with and collect data from every computer 

within the domain. At this stage scanning the network is not mandatory. However, a complete scan at 

this stage collects the required data for  accurate asset reports in the Asset Management section of 

the application. Please note that you can manage the domain from the Domain Management section 

of SysExpertez, even if you skip the network scan process. 

 

(Figure-11) 

Browse to the Organizational Unit (OU) that you want to scan. Then click on the óStart Scanningô 

toggle button , which changes to óStop Scanningô. You may stop the scanning process at any time by 

clicking it again. I f scanning is not completed, the reports generated by SysExpertez will be based on 

the information gathered until the scan process was stopped. You can save the details of scan by 

clicking on the óSave Scan Detailsô button. 

After the scanning is completed or have been stopped by you, the óCancelô toggle button changes to 

óFinishô, and the option ñRun SysExpertez  application after completion of óSysExpertez 

Configuration  Wizard ôôô gets enabled. 

If you click on the óFinishô button with this option checked, SysExpertez starts immediately. I f the 

option is unchecked, óConfiguration Wizard Setupô finishes without immediately launching 

SysExpertez.   

 

 

Go to Top  

Note : The scan for óNetwork and Other Devicesô does not depend on the OU. 
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The above step-by-step graphic description is meant to help and guide you through the installation 

process of SysExpertez v2.1 on your Windows PC.  In certain situations y ou might come across some 

more / other messages during the installation. For example: 

 

1.  The following dialog (Figure-12) is shown if you have already installed the same version of 

SysExpertez on your computer. 

 

 

(Figure-12) 
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Some More Messages  



                                                                       Installation Guide ï SysExpertez v2.1 

 

 
  

 
Copyright© 2009-2012  SARANGSoft Corporation. All rights reserved.         Page | 18 

2.  The following dialog (Figure-13) is shown if you have already installed a newer version of 

SysExpertez. Older version of SysExpertez cannot be installed if a newer version is already 
installed in the same computer. 

A similar dialog is shown if an older version is already installed on your computer.  
 

 

 

(Figure-13) 

 

 

3.  The following dialog (Figure-14) is shown if you cancel the Setup process before completion. 

  

(Figure-14) 
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4.  The following dialog (Figure-15) displays the list of applications, which are using files to be 

updated by SysExpertez (Professional) Setup. Close these applications, and then click the 'Retry' 

button to continue.  

 
(Figure-15) 
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In order to run SysExpertez smoothly, we have the following recommendations. 

 All the computers in the domain should be turned on  during a network scan. Itôs necessary for 

the computer to be in active state (powered on and in Windows) for its data to be retrieved 
accurately.  Also, all the computers should be in the same network domain. 

 Create a new user account with administrator privilege exclusively for SysExpertez. This user 

should be added in the "Domain Admins" group. Adding a new user is better (than using an 

existing user), because SysExpertez might not be able to retrieve data from all the PCs, if there 
is/are per user installations of programs with a particular user account.  

 Configure the "Windows Firewall" settings properly , because the proper setting of "Windows 

Firewall" enables SysExpertez to retrieve accurate data. This is a must for every computer in the 
network domain. Otherwise, if the WMI call are blocked by the firewall, SysExpertez might not be 

able to retrieve the required data. 

You can set ñWindows Firewallò options in two ways.  

a)    By running a script : During the configuration of SysExpertez ï in the ñConfiguration 

Wizard Step 4 ò ï a script is generated by the ñFirst Runò application.  The script is actually 

a series of commands that automatically configures ñWindows Firewallò and other necessary 
settings to retrieve all the up-to-date data. 

The script can be executed as follows:  

 You can manually run the script (.vbs)  in each client PC.  

 You can deploy the script using Active Directory Group Policy, described in details latter in 
this document.  

 b) Setting Windows Firewall Manually : You can set the firewall options for any computer by 

opening the Control Panel and going to the required functions / options . 

 

 

 

Functionality  of the Generated S cript:  

 The script enables firewallôs ICMP port type 8 (for Echo/ping).  

 For WMI connection, we need to open port 135 for RPC server and 445 for WMI communication. 

The script is doing the same for WMI functionalities.  

 WMI uses dynamic ports and those ports should be opened in firewall. Rather than doing that, we 

run the WMI in a fixed port (24158). But it is only supported from Vista (version 6.0) onwards. 

We also need to enable WMI service in firewall.  

 For Windows XP, server 2003 etc. (previous versions of Vista), we need to enable remote admin 

service of the firewall.  
 

Go to Top  

Configuration Requirement  

Note:  Changes to the policy are not applied immediately (though using  gpupdate / force ); it 

depends on the Group Policy update interval.  
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Steps to Deploy Script in Active directory GPO  (Windows Server 2008 -R2):  

NOTE: Similar steps should be followed for Windows Server 2003. 

Open Group Policy Management by going to  

Start -> All Programs -> Administrative Tools -> Group Policy Management. 

'Group Policy Management' is shown below (Figure-16). 

  

 

(Figure-16) 

 

Right click on the domain policy (may be on de fault domain policy / OU Group Policy). Then click 

on the óEdit éô option. It will open the GPO in Group Policy Management editor as shown below 

(Figure-17). 
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(Figure-17) 

Now select Computer Configuration -> Windows Settings -> Scripts (Startup / Shutdown). Right click 
on the Startup  /  Shutdown  event from where you want to execute the script and select Properties.  

 

(Figure-18)     Go to Top  
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Select the óScriptsô tab and click on the óShow Fileséô button. Enter the script file name (i.e., 

AddLocalAdmin.vbs). Click on the óAddéô button. Click on the óBrowseéô button and select the 
AddLocalAdmin.vbs file and enter a Script Parameter (in the above figure, we put ñParam 1ò in the 

ñScript Parametersò field). Click on OK.  

Click on Apply  /  OK from the  Startup /  Shutdown  properties dialog.  

Now run the gpupdate / force  command. 
 

 

Manually Open Firewall Ports to Client PC :  

To open ICMP type 8 for Echo request, execute the following in the Command Prompt: 

netsh  firewall set icmpsetting 8 ENABLE  

 

 For Windows Vista or higher  versions of Windows  

 To open RPC server for WMI connection establishment, execute the command: 

netsh advfirewall firewall add rule name= SysExpertez_135 dir=in action=allow protocol=TCP 

localport=135 

 To open WMI communication port, execute the command:  

netsh advfirewall firewall add rule name= SysExpertez_445 dir=in action=allow protocol=TCP 
localport=445 

 

To Run WMI on  Fixed Port 24158 : 

 winmgmt -standalonehost 

 net stop Windows Management Instrumentation  

 net start Windows Management Instrumentation  

 To run WMI on this port, execute the command:  

netsh advfirewall firewall add rule name= SysExpertez_24158 dir=in action=allow protocol=TCP 

localport=24158 
 To allow WMI service in firewall, execute the command:  

netsh advfirewall firewall set rule group="windows  management instrumentation (wmi)" new 

enable=yes 

 

For Windows Version L ower than Vista  

To enable remote admin service, execute the command: 

netsh.exe firewall set service remote  admin enable  
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Here are some more scenarios related to Windows domain management and the use of SysExpertez.  
There is likelihood of these situations developing in your network setup.  You will find instructions and 

suggestions to address those cases. 

 

Requirement for remote query on Win32_Product for installed software in a computer . 

Software can be installed in a computer as óPer Userô or óPer Machineô. If the installation is based on 
óPer Userô, the local WMI call for Win32_Product will succeed, because the user registry hive is 

loaded.  However, if the user performs a remote WMI call for Win32_Product, it will fail (Generic 
Failure 0x80041001) as the system canôt load the registry hive for the remote user. 

Solution :  For Windows XP and Windows Server 2003, the query needs to run from a user account 

that has never installed software on the workstations. From Windows Vista onwards, the issue has 
been fixed. For SysExpertez, we suggest the Administrator to create a user with administrator right to 

use SysExpertez. It will give the correct result for all versions of Windows. 

 

Computer gets detected as 'Disabled' . 

If the connection address of a computer is not registered in DNS, the computer may be shown as 

'Disabled'.  To enable the computer, you may check the option 'Register this connection's addresses 

in DNS' from 'Advanced TCP/IP Settings' dialog. 

 

Reverse Look up Entry  

Reverse Lookup queries the DNS for a host name based on an IP address.  

Follow the steps below to create a Windows Server 2003 DNS Reverse L ookup Zone . 

 

 

 

 

 
Creating a Reverse Lookup Zone  

Go to Start -> Administrative Tools -> DNS MMC to open the DNS MMC. 

Right click on ñReverse Lookup Zonesò, and from the context menu select ñNew Zoneò. 

This will begin the New Zone Wizard (Refer to Figure-19). 

 

 

 

 

 

 Go to Top  

Note : Only a domain administrator has the permissions to perform this task . 

More Scenarios  
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(Figure-19) 

Click the óNextô button to continue.  The New Zone wizard starts (Figure-20). 

 

Select the option ñPrimary Zoneò to create a copy of your zone, and click óNextô to continue.  

 

 

(Figure-20) 

 

 

 

Go to Top   

Note : You can select the check box at the bottom of the New Zone Wizard on a Domain 

Controller (DC) to store the zone information in Active Directory (AD).   
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From the ñActive Directory Zone Replication Scopeò dialog box (Figure-21) select one of the radio 

button options.  

 

 

(Figure-21) 

 

Click óNextô to continue.  

 

Now you will be in the ñReverse Lookup Zone Nameò dialog box (Figure-22). For the ñNetwork IDò 

field, enter the first three octets of the IP address as the IP addresses for the zone. For example, if 

your IP Addresses are 100.100.2.xxx then enter 10 0.100.2. 
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(Figure-22) 

Click óNextô to continue.  

From the ñDynamic Updateò dialog box (Figure-23), select one of the radio button options or accept 

the default option ñAllow only secure dynamic updates (recommended for Active Directory)ò. 

 

(Figure-23) 

Click óNextô to proceed to completing the wizard. 
Go to Top   
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Review the ñCompleting the New Zone Wizardò dialog box (Figure-24) for any errors by comparing 

the following with the example above. 

 

Name:   10.10.10.in-addr.arpa 

Type:   Active Directory ï Integrated Primary 

Lookup type:  Reverse 

 

 

(Figure-24) 

Click óFinishô to complete creating the new zone for Reverse Lookup. 

 
Finally, review the new zone by expanding the ñ10.10.10.x Subnetò, where you should see the newly 

created records including an ñA Recordò for the DNS server. 

 
NOTE: If you do not see any records , right -click on the newly created zone and from the context 

menu select ñReloadò. 

 

Manually Create PTR Record  

Now you need to create a Pointer (PTR) record for your reverse lookup for the DNS server as follows. 

 Right click on ñ100.100.2.x Subnetò. From the context menu , select ñNew Pointer (PTR)éò to 

bring up the ñNew Resource Record  dialog box (Figure-25). 

 For the ñHost IP Numberò enter the last octet of the DNS serverôs IP address. For example, if the 

IP Address is 100.100.2.5 then enter 5. For the ñHost nameò, browse for the DNS server or enter 

the DNS ñFully Qualified Domain Nameò (FQDN), such as MyAdDomain.com.  When you are done, 

click óOKô. 

 

The following series of images explain the process.  

Go to Top  

http://www.windowsreference.com/dns/how-to-create-dns-reverse-lookup-zone-in-windows-server-2003/
http://www.windowsreference.com/dns/how-to-create-dns-reverse-lookup-zone-in-windows-server-2003/
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(Figure-25) 
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(Figure-25 repeat) 

Finally (Figure-26), right -click on ñ100.100.2.x Subnetò entry in the right pane, and from the context 

menu refresh with the new information by selecting ñReloadò option. 

 

Go to Top  
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(Figure-26) 

Similar steps can be taken to create reverse lookup zone for Windows server 2008-R2. 

 

Windows server 200 8 (R2)  

Open ñDNS Managerò. Right-click on ñReverse Lookup Zonesò.  From the context menu , select ñNew 

Zoneò.  That will begin the New Zone Wizard (Figure-27). 

 

(Figure-27) 

 
Click óNextô to continue.  
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In the New Zone Wizard (Figure-28), select ñPrimary Zoneò to create a copy of your zone. 

 

(Figure-28) 
Click óNextô to continue.  

 
 

 
 

From the ñActive Directory Zone Replication Scopeò dialog box (Figure-29) select one of the radio 

button options .  Then click óNextô to continue. 

 

(Figure-29) 
Go to Top  

Note : You can select the checkbox at the bottom of the ñNew Zone Wizardò on a Domain 

Controller (DC) to store the zone information in Active Directory (AD).   
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From the ñReverse Lookup Zone Nameò dialog box (Figure-30), select the option IPv4 or IPv6 

addresses to create a Reverse Lookup Zone.  Then click óNextô to continue. 

 

(Figure-30) 

 
Now you will be in the ñReverse Lookup Zone Nameò dialog box (Figure-31). For the field ñNetwork 

IDò, enter the first three octets of the IP address for the IP addresses for the zone . For example, if 
your IP Addresses are 100.100.2.xxx then enter 10 0.100.2. 

 

(Figure-31) 

Click óNextô to continue.  

Go to Top  
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 From the ñDynamic Updateò dialog box select one of the radio button options or accept the default of 

ñAllow only secure dynamic updates (recommended for Active Directory)ò. 

 

(Figure-32) 

 

Click óNextô to proceed to completing the wizard. 

 
Review the ñCompleting the New Zone Wizardò dialog box (Figure-32) for any errors by comparing 

the following with the example above. 

Name:   10.10.10.in-addr.arpa 

Type:   Active Directory ï Integrated Primary 

Lookup type:  Reverse 
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(Figure-33) 

Click óFinishô to complete creating the new Reverse Lookup Zone. 

 
Finally, review the new zone by expanding the ñ10.10.10.x Subnetò, where you should see the newly 

created records including an ñA Recordò for the DNS server. 

 

NOTE: If you do not see any records right mouse click on the newly created zone and from the 

context menu select ñReloadò. 
 

 
Pointer (PTR) R ecords   

 

A Pointer (PTR) Record creates the appropriate entry in the R everse Lookup Zone for reverse queries. 
As you saw in the previous images, you have the option of creating a PTR Record while creating a 

Host record. If you did not choose to create your PTR record at that time, you can do it later at any 
point. 

 

To create a PTR record: 

1. Select DNS from the ñAdministrative Toolsò folder to open the DNS Console. 

2. Choose the Reverse Lookup Zone where you want your PTR record created. 

3. From the Action menu, select ñNew Pointerò (refer to Figure-34). 

4. Enter the Host IP Number and Host Name. 

5. Click óOKô. 
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(Figure-34) 
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