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Description

SysExpertezis a domain and asset management tool for the IT/ System Administrator / Manager of a
Windows domain network. It helps with tracking and managing the hardware and software assets as
well as the domain users and user groups within a network domain.

A lot Active Directory operations can be performed using SysExpertez such as creating, modifying
and deleting domain users and groups, setting privileges, managing groups and user information
(e.g., resetting password, assigning users to different groups, renaming user etc.).

Since the hardware and software in the computers of a domain can and do change frequently, it gets
hard keeping track of all those details. For software audit purposes, the Administrator can easily
collect and report the installed software details from all computers. For hardware audit purposes, the
Administrator can identify all the hardware components in all the computers.

SysExpertezprovides a flexible and customizable report generation and search capability to track the
set of PCs, Users and Groups matching specificset of attributes. You can find all the details in the
product Help file, which is installed with the product.

Highlights of SysExperte z:

A Powerful yet easy to use agentless tool for domain and IT asset management in Windows
network from a single point of control within the domain.

A Scan of entire network or specific computer(s).

A Scheduling of network / computer scans and generation of reports.

A Reports generation based on the selected Organizational Unit (OU).

A Designing custom reports and saving as profile for easy reuse.

A Efficient ways to view, add, edit and delete domain users and user groups.

Help with auditing of hardware assets by providing the details of all Windows PCs (CPU,
motherboard, RAM, HDD, NIC,video & audio, CD/DVD drives etc.).

A Help with auditing of software assets providing list of all installed software in the domain
computers (OS, applications, hot fixes / software patches).

A Detailed information of printers within the network.
A Flexible search options to locate PCs, users and groups by various attributes.
A Facility to print reports or export to CSV, XLS PDF and XML format.
A Live data from domain in the Domain Management section.
A Viewing already scanned and stored data in the Asset Managementsection.
A Operationi n b ot h (céan@otéditorDE)Ya n d 6 Q(hot dorinactedbto DC) mode.
A Intuitive, easy to use and attractive graphical user interface .
Go to Top
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System Requirements

Minimum System Requirements

A Windows XRSP3
.NET Framework 4.0

A

A 100 MB of free hard disk space

A 1 GB RAM(effective RAM capacity should be more than 800 MB)
A

Pentium IV processor or equivalent

Recommended System Requirements

A Windows XRSP3 and above

A .NET Framework 40

A 1 GB of free hard disk space

A 1 GB RAM for Windows XP / Vista, or 2 GB RAM for Windows 7 and above

A Pentium IV processor and above

Go to Top
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Compatibility

SysExpertezversion 2.1 supports Windows XRSP3 Windows Vista-SP1, Windows 7, Windows Server
2003, Windows Server 2008, Windows Server2008 R2, Win8 (Beta) and Windows Server 8 (Beta).

Note : The released product has both 32-bit and 64 bit binaries. The 32-bit binary runs on both
32-bit and 64-bit Windows Operating System.

Go to Top
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Installation

You can install SysExpertez from the product CD officially released by SARANGSofir by downloading
the MSI from SysExpertez web page on SARANGSoft website. If you are using the CD,nstallation
starts automatically as soon as the product CD is insertedin the CD-ROM or DVBROM drive of the
computer. If installation does not start automatically, please double-c | i c 8ysExperte2l. ms i 0
manually start the installation. For downloaded MSI, double-c | i ¢ RysExperteb21.msd .

Before installation of SysExpertezon a PC, it is recommended to ensure the following:

The PC on which S/sExpertezwill be installed is a member of the Windows domain to be
monitored.

The PC meets the Minimum System Requirements, and preferably the Recommended System
Requirements.

During installation, the PC must be connected with the Domain Controller for the installation and
configuration process to be completed properly and efficiently.

Installation  Steps

Step 1: Figure-1 shows the first dialog that appears when you start installation.

This setup will install SysExpertez (Professional) on your
computer.
To continue with the setup, please click the ‘Next’ button.

WARNING: This program is protected by copyright law and
international treaties.

| MNet> | | Ccancel

(Figurei 1)

Click onthe 'Next' button to continue with the installation process.

Go to Top
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Step 2: If your computer does not have .NET Framework 4.0 installed, you will see the dialog as in

Figure-2. If you have purchased SysExpertezon CD, you will find the .NET Framework 4.0 setup
executableinsidethef ol der 6 Dot NaEtfie sde focatowas SysBpertez MSI. If you are
installing from a downloaded MSI, you can click on the O6Dowmtheoad . NET
dialog to download it from Microsoft Download Center.

Microsoft .NET Framework not installed.

SysExpertez requires .NET Framework 4 or higher to run.

Setup has detected that Microsoft NET Framewaork 4 or higher is not installed.

Please click the following link to download Microsoft NET Framework 4 from
Microsoft Download Center.

If you had purchased SysExpertezin a CD, you can getthe .NET Framework 4 setup
executable within a folder named ‘Dot NET Framewaork’. The folder will be presentin
the same location as this SysExpertez setup MSI. Please run the executable to install
NET Framework 4.

NOTE: Please restart SysExpertez setup after successful installation of Microspft .N...

[ Download .NET Framework 4 ]

— ——

(Figure-2)

After .NET Framework 4.0 has beeninstalled, please restart SysExpertezsetup.

Go to Top
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Step 3: You will be presented the Terms of License agreement (Refer to Figure-3.). Please read it
before you proceed with installation. If you agree with the Terms of License agreement,s e | e clt
accept the terms in the license agreement 6 opti Oextd Tobhuet téon wi.l | be

S

SARANGSoft SysExpertez (Professional) license agreement

Please read the following license agreement carefully. You must agree
with the terms of the license before continuing with the setup.

lffou should carefully read the following terms and conditions before using, installing
or distributing this software.

~
If you do not agree to all of the terms and conditions of this license, then: (a) do not copy, install, —
distribute or use any copy of SysExpertez and (b) in addition, if you paid SARANGSoft Corporation

or an authorized SARANGSoft Corporation reseller for a package consisting of one or more copies of

SysExpertez you may return the complete package unused, within seven (7) days after purchase,
for a full refund of your payment.

Scope of license

1. Registered Version: Applies to copies purchased directly from SARANGSoft Corporation or
from any authorized reseller of SARANGSoft Corporation

Each licensed copy of SysExpertez can be installed-to and used-from only a single machine.
Yni1 can install one licensed conv on anlv nne machine. Tf voinl want tn install the same in

(") I accept the terms in the license agreement.
@ Ido not accept the terms in the license agreement.

the 6
enabl

e

(Figure-3)
Click on the ooifiuet 6 button to
Go to Top
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Step 4: The next dialog (Figure-4) allows you to choose an installation location for SysExpertez By
default it is installed at <System Drive>\Program Files SARANGSolSysExperteZ Editionname*)\. You
can change the location by clicking on t h @&roviiseo button.

If you have purchased a SysExpertez license, please ater the Registration Key. Otherwise, you may
leave it blank. In that case, SysExpertezwill runin Trial mode (for 30 days). You may register later
on from inside the application.

Customize your installation

Please provide the install location and your registration key (Optional).

|
Install To: C:\Program Files\SARANG Soft\SysExpertez (Professional)\ Browse
Drive Total Size Available Space Required Space
=C: 48GB 20GB 74MB
&D: 25GB 15GB OKB
=E: 70GB 62GB OKB
Registration Key

If you have purchased a SysExpertez copy, please enter the provided registration key below.
You can also leave the below entries blank, upon which SysExpertez will run in trial mode.
You can also register later from within SysExpertez application.

I H H

O W =

[ < Back H Install ] [ Cancel

]

Cl

(Figure-4)
i ck

loms tt anlel taistat thetirtstallation process.

The Editionname will be replaced by the corresponding edition (Basic, Standard, Profes
Premium).

sional,

Go to Top
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Step 5: The next dialog (Figure-5) shows the installation progress. It takes a few minutes for the all
the files to be copied, setting to be made as part of the installation process. Please give it a few
minutes.

Installing SysExpertez (Professional)

Sit back and relax while the setup installs SysExpertez (Professional) on
your computer.
This may take a few minutes.

Status:

iIIIIIIlIlIIIlIlIlIIIIIIIIIIIIIIIIIIIIIIIII

Cancel

(Figure-5)

Go to Top
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Step 6: Once SysEypertez is installed, you will see the dialog as shown in Figure-6. By default,
ALaunch O6SysExpert ezoptoois thecged (., selected). You may undhéck this
andcl i ck on t he ffifishthe sethpdprotesst Yoo may tlodhe configuration process
later on at your convenience.

SysExpertez (Professional) has been successfully
installed on your computer.

Please Click on the ‘Finish’ button to complete the
setup process.

[¥] Launch 'SysExpertez Configuration Wizard'

(Figure-6)

Clickthe 6 Fi ni shé button to complete the installation

Note : Keepingtheopt i on (Launch 6SysExpertez Configu
6Finishé button will open the éConfiguration

Go to Top
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Configuration Wizard

Configuration Wizard  Step 1: Configure Database

After cl i cki ng intSat, the Hialay iappdais asbshowrt imRigure-7 below.

733 SysExpertez Configuration Wizard

Step 1: - e
‘ Step 1: Database Configuration - Create new database or restore from an existing
Configure Database TR

Step 2: SysExpertez uses an intemnal database (SysData.db within the application folder) to store various
Create User Account information collected from the network. In this step, you can either create a new database or use a
previously created database, if you had used SysExpertez before.

Step 3:
Connect to Domain

Step 4:
Generate Script File

Step 5:
Scan for all Network Assets
© Create new database

® Restore from an existing database (full file path of the database)

I,

(Figure-7)

SysExpertez configures a new database or restores an existing one.The database is used to store

various information collected from the netwo rk. By default, the option 6 Cr e at e nebw idsat abase
selected. If you want to restore an existing database, please selectthe option 6 Rest ore from an
exi sting da&ither bntestbedattatmtde existing database file (SysData.db) or browse for it

using the browse icon on its right . Restoring the database also restores the user Id used to access
SysExpertezearlier. You may choose to create other IT Manager account(s) for SysExpertez, if you

wish.

Clickonthe6 Next 6 button to continue.

Go to Top
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Configuration Wizard  Step 2: Create User Account

The next dialog (Figure-8) is for creating a new IT Manager account to access SysExpertez.The IT
Manager has the privilege to create additional IT Manager Asset Manager and Domain Manager
accounts.

SysExpertez Configuration Wizard

Step 1: »
v Contis Database Step 2: Create User Account

SysExpertez can be used by the user of 3 different profile types. These users are spedfic to
Q g:g)t eZ.User ACrount SysExpertez and have different access privileges to use various functionalities within SysExpertez. The
profile types are:
Step 3: IT Manager: Can perform all tasks (induding domain and asset management).
Connect to Domain Domain Manager: Can perform only domain management tasks.
Asset Manager: Can perform only asset management tasks (such as software and hardware

Step 4: :
Generate Script File inventory).

This step creates the first IT Manager account for you. Please provide the required information below
Step 5: for SysExpertez to create this user account.

Scan for all Network Assets

Once this account has been aeated, you will need to log into SysExpertez using the same caredentials.
Please remember the credentials as there is no way to retrieve the credentials. In case you forget the
aredentials, you may save the existing SysData.db file present at the installed location (e.g. C:\Program

Files\SARANGSoft\SysExpertez (Professional)) and later restore from it. Create a new IT Manager while
restoring from the saved database file.

oo
contrm pasvors= - |

NOTE: 1) The Primary User ID must be different from the Domain Administrator ID.
2) User ID and Password must have at least 6 and 8 characters respectively.

(Figure-8)

Enter a Login ID and Password of your choice. The login ID and password must be remembered as
there is no way to re trieve the credentials. However, in case you forget th ose, you may save the
existing SysDat.db file (by default atthe | o ¢ a tCiPoograniiFile SARANGSoftSysExpertez
(Professional))) and later restore from that. While restoring the database file, create a new IT
Manager

Clickonthe6 Next 6 button to continue.

Go to Top
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Configuration Wizard

In this step, an existing user is authenticate d wi t h

Admins group.

Step 3: Connectto D omain

t he d o maaienforinitiating 6 s
network scan as well as managing the domain. This user must be a member of the Domain

required

Here enter the Domain Administrator Id and password below. Asyouc | i ¢ INextdh & udhé o n
authentication process starts. If i ts@csessful you will advance to the next step. If authentication
fails, it will show an error message.

33 SysExpertez Configuration Wizard

v Step 1:
Configure Database

Step 2:
v Create User Account

’ Step 3:
Connect to Domain

Step 4:
Generate Script File

Step 5:

Scan for all Network Assets

Step 3: Connect to Domain using Domain Administrator Credentials

SysExpertez Configuration Wizard does an initial scan of the domain network to collect details of
various assets viz. hardware, software, user etc. This helps detect any issues in connecting with specific
PCs or devices, based on which some remedial actions can be taken.

To scan the network domain, SysExpertez needs to connect with the domain controller. Please provide
the Domain administrator ID and Password for that. SysExpertez will authenticate the user account

before initiating the network scan.

Domain Administrator ID:

Password:

(Figure-9)

Go to Top

e

® SARéNﬂf;szﬁ Copyright® 2009-2012 SARANGSoft Corporation. All rights reserved.

0o

Page | 14



Installation Guide 7 SysExpertezv2.1

Configuration Wizard  Step 4: Generate Script File

The next step (Figure-10) generates the script to automatically configure the network for successful
connection to and queries on all the computers in the network. SysExpertez uses Windows
Management Instrumentation (WMI) for connecting with and querying the computers. It is very much
possible to make the necessary adjustments for WMI, if you would r ather do that yourself. You will
find information on that in the AConfi gur at iAlson
The Help document has detailed instructions on the same. The script is only for your convenience.

733 SysExpertez Configuration Wizard

Step 1:

Conﬁgu.re Database Step 4: Auto-generate Script to Configure the Network for Successful WMI Connection and

Queries

Step 2: In this step, SysExpertez automatically creates the required script and saves it in a file
Create User Account (SysExpertez_Configuration_Requirement_Script.vbs) at the spedified location. This script must be run
for configuring the domain to successfully use Windows Management Instrumentation (WMI) to

i remotely connect with and collect data from all the PCs (dients and servers) in the domain.
ep 3:
Connect to Domain

Step 4:
-» Generate Script File

Step 5:
Scan for all Network Assets Please check if all the computers in the domain network are configured properly.

To view the requirements for configuration dick Configuration Requirements

Save script file as (full file path to save the script)

(Figure-10)

By default, the generated script file is saved at the location <System

drive>: \Users<Username>\Documents, whichisd i s p| ay e d&c riinp té SfaivIiHewevet, yox t
can specify a different location for the script file by either entering the full path or by clicking on

6 B r o g &odts right to select the path of your choice .

Clickonthe6 Next 6 button to continue.

Go to Top
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Configuration Wizard Step 5  : Scan for All Network Assets

In the next step (Figure-11), SysExpertez tries to connect with and collect data from every computer
within the domain. At this stage scanning the network is not mandatory. However, a complete scan at
this stage collects the required data for accurate asset reports in the Asset Management section of
the application. Please note that you can manage the domain from the Domain Management section
of SysExpertez,even if you skip the network scan process.

33 SysExpertez Configuration Wizard

Step 1:
Configure Database

Step 5: Scan for all Network Assets

In this step, SysExpertez tries to connect with every computer within the domain.

g?a)tez tlecr Account Scanning the entire domain network at this stage (i.e., during first run of SysExpertez) helps collect the
details about all computers in the domain as well as identify any issues related to connecting with or
collecting data from any of those. However, it is not mandatory to complete this step right now, and

Step 3: s you may opt to skip or not complete this step for the time being. In that case, the details of various

Connect to Domain network assets within the domain will not be available to SysExpertez for presenting to you in a report
or as part of a query, but you will still be able to manage the domain using the application. The

Step 4: network asset data will be collected in full when a scan of the domain network is completed.

Generate Script File

o Step 5: [o [Vl |\ TESTDOMAIN.COM ﬁ
Scan for all Network Assets
To stop scanning, click Stop Scanning

ETHANHUNT | Processor Successfully data retrieved | LDAP://TESTDOMAIN.COM/OUH ;{
ETHANHUNT  |Motherboard Successfully data retrieved | LDAP://TESTDOMAIN.COM/OU!
ETHANHUNT |Hard Disk Successfully data retrieved | LDAP://TESTDOMAIN.COM/OU!
ETHANHUNT  |Hard Disk Partition | Successfully data retrieved | LDAP://TESTDOMAIN.COM/OL):
ETHANHUNT  |Memory Successfully data retrieved

Save Scan Details

(Figure-11)
Browse to the Organizational Unit (OU) that you want to scan. Then clickonthe 6 St art Scanni ngé
toggle button, whi ch changes to 6Stop Scanningdé. Youbymay stop

clicking it again. If scanning is not completed, the reports generated by SysExpertezwill be based on
the information gathered until the scan process was stopped. You can save the details of scan by
clicking on the 6Save Scan Detail s6 button.

After the scanning is completed or have been stopped by you, t he ¢ @k buttanlch&ingésao
0 F i nandsthe dption ARun SysExpertez appl i cati on after completion of
Configuration Wizard @ 6 gets enabl ed.

o

I f you click on t heoptioRchecked, ByBExpetdz stateimmedidtety. Itthei s
option is unchecked, 6Conf i guriranediaety laMvichmgr d Set upo f i
SysExpertez

Note: Th e s c &atwork and Other Devicesddoes not depend on the OU.

Go to Top
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Some More Messages

The above step-by-step graphic description is meant to help and guide you through the installation
process of SysExpertezv2.1 on your Windows PC In certain situations y ou might come across some
more / other messagesduring the installation. For example:

1. The following dialog (Figure-12) is shown if you have already installed the same version of
SysExpertez on your computer.

SARANGSoft SysExpertez (Professional) is already
installed on your computer.

To remove the existing version of this product, use
Add/Remove Programs on the Control Panel.
Click 'Finish'to complete the setup.

e———— ooaaaaaa—

(Figure-12)

Go to Top
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2. The following dialog (Figure-13) is shown if you have already installed a newer version of
SysExpertez Older version of SysExpertez cannot be installed if a newer version is already
installed in the same computer.

A similar dialog is shown if an older version is already installed on your computer.

Welcome to SARANGSoft SysExpertez (Professional) setup

Anewerversion of SARANGSoft SysExpertez
(Professional) is already installed on your computer.
To remove the existing version of this product, use
Add/Remove Programs on the Control Panel.

Click ‘Finish' to complete the setup.

Finish

(Figure-13)

3. The following dialog (Figure-14) is shown if you cancel the Setup process before completion.

— B
SARANGSOft® SysExpertez (Professional) Setup e
« . Thesetupisnt complete. Are you sure you want to cancel
the setup?
’ Yes ] [ Mo ]
J
(Figure-14)
Go to Top
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4. The following dialog (Figure-15) displays the list of applications, which are using files to be
updated by SysExpertez (Professional)Setup. Close these applications and then click the 'Retry’
button to continue.

The following applications are using files that need to be updated by this setup. Close these
applications and click ‘Retry’ to continue.

Internet Explorer

(Figure-15)

Go to Top
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Configuration Requirement

In order to run SysExpertezsmoothly, we have the following recommendations.

e All the computers in the domain should be turned on during a networkscan.l t 6s necessary fo
the computer to be in active state (powered on and in Windows) for its data to be retrieved
accurately. Also, all the computers should be in the same network domain.

e Create a new user account with administrator privilege exclusively for SysExpertez. This user
should be added in the "Domain Admins" group. Adding a new user is better (than using an
existing user), because SysExpertezmight not be able to retrieve data from all the PCs if there
is/are per user installations of programs with a particular user account.

e Configure the "Windows Frewall" settings properly, because the proper setting of "Windows
Firewall" enables SysExpertez to retrieve accurate data. This is a must for every computer in the
network domain. Otherwise, if the WMI call are blocked by the firewall, SysExpertezmight not be
able to retrieve the required data.

You can set f Wiaptbaswnsgwoways.ewal | 0

a) By running a script : During the configuration of SysExpertezi i n tConéguration
Wizard Step 4 071 ascriptisgeneratedbythea Fi r st Runo appligactelyi on. Th
aseriesofcommands t hat automatically configures AW ndows
settings to retrieve all the up-to-date data.

The script can be executed as follows:

e You can manually run the script (.vbs) in each client PC.

e You can deploy the script using Active Directory Group Policy, described in details latterin
this document.

b) Setting Windows Firewall Manually : You can set the firewall options for any computer by
opening the Control Panel and going to the required functions / options.

Note: Changes to the policy are not applied immediately (though using gpupdate / force); it
depends on the Group Policy update interval.

Functionality of the Generated S cript:

e The script enables firewall déds | CMP port type 8 (for

e For WMI connection, we need to open port 135 for RPC server and 445 for WMI communication.
The script is doing the same for WMI functionalities.

e WMI uses dynamic ports and those ports should be opened in firewall. Rather than doing that, we
run the WMI in a fixed port (24158). But it is only supported from Vista (version 6.0) onwards.
We also need to enable WMI service in firewall.

e For Windows XP,server 2003 etc. (previous versions of Vista), we need to enable remote admin
service of the firewall.

Go to Top
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Steps to Deploy Script in Active directory GPO (Windows Server 2008 -R2):
NOTE: Similar steps should be followed for Windows Server 2003.

Open Group Policy Management by going to
Start -> All Programs -> Administrative Tools -> Group Policy Management

'Group Policy Management' is shown below(Figure-16).

RIS
5 File Action View Window Help |;|i|£|
&= 2w 8 XE c|HE
IEY f&:up Policy Management Scriptou
= Forest: TESTDOMAIN.COM ) " .
=) (2 Domains Linked Group Policy Objects |Emup Policy Inheritance | Delegation I
= 53 TESTOOMAIN.COM Lnk Order ~__ | GPO [ Enforcec
IfL'_EI Default Domain Policy 1 E:g’ StatupScrptGPO No
2 | Domain Controllers
E (2] Soiptou
il 5 tar tupScriptGPO .
=} Group Policy Objects Edit...
5 WMI Filters ELiE
] Starter GPOs v Link Enabled
_‘E Sites Save Report...
J|;. Group Pol!cy Modeling New Window from Here
) Group Policy Results
Delete
Rename
Refresh
Help
y | o

(Figure-16)

Right click on the domain policy (may be on default domain policy / OU Group Policy). Thenclick

on the ddité 6 o p it willopen the GPO in Group Policy Management editor as shown below
(Figure-17).

Go to Top
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E Group Policy Management Editor - |E||5|

Eile Acton View Help

L e 7 e

=] StartupScriptGPO [SERVER. TESTOOMAIN, COM] Policy T e ——
=l i Computer Configuration

B4 Pflmes ) Select an item to view its description. Name I
| Software Settings = Startuy
=] p

Bl [ Windows Settings b
| Name Resolution Palicy i&) Shutdonn
=R Scripts (Startup/Shutdown)
E Security Settings
ol Policy-based Qos
| Administrative Templates: Policy definitions (ADM3
" Preferences
=l %, User Configuration
| Policies
| Preferences

4] | | Extended 4 Standard Vi

(Figure-17)

Now select Computer Configuration -> Windows Settings -> Scripts (Startup / Shutdown). Right click
on the Startup / Shutdown event from where you want to execute the script and select Properties.

i

File Acton View Help

A EE 7 =

" |
T  —
[ A Computer Configuration Scripts | PowerShell scﬂ'ptgl
B [ Polices |
H So_ﬂware Seti?ngs = Startup Scripts for Startup ScrptGPO
= | Windows Settings <—> bin
| Mame Resolution Pc
= Seripts (Startup/shi
z Security Settings Name | Parameters |
ully Policy-based Qos lJz] |
| Preferences
B i L{s_er Cf:rjﬁgurahon Script Name:
| Policies
| Preferences ISysExpeﬂez_Conﬁgumticn_Hequiremerﬂ_Sc:‘ipt.vbs Browse... |
Script Parameters:
IF‘amm‘H
(o]4 I Cancel
fhe button below.
Show Files... |
ok | Cancel | mppy |
1] | | Extended 4 Standard Vi

(Figure-18) Goto Top
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Selectt h Scripisbtab and clickonthe & h o w F i6l ebsuéEnteothe.script file name (i.e.,

AddLocal Admi n. viAddg.d Oluitdlonthea®tl Gek® ®@nutt on and sel ect
AddLocal Admin.vbs file and enter a ScPRarfamldonkhar amet er
fiScript Parameter®d  f)i Giidk dn OK.

Click on Apply / OK from the Startup / Shutdown properties dialog.

Now run the gpupdate / force command.

Manually Open Firewall Portsto Client PC :

To open ICMP type 8 for Echo request, execute the following in the Command Prompt:
netsh firewall set icmpsetting 8 ENABLE

For Windows Vista or higher versions of Windows

e To open RPC server for WMI connection establishment, execute the command:
netsh advfirewall firewall add rule name= SysExpertez_135 dir=in action=allow protocol=TCP
localport=135

e To open WMI communication port, execute the command:
netsh advfirewall firewall add rule name= SysExpertez_445 dir=in action=allow protocol=TCP
localport=445

To Run WMI on Fixed Port 24158 :

winmgmt -standalonehost

net stop Windows Management Instrumentation

net start Windows Management Instrumentation

To run WMI on this port, execute the command:

netsh advfirewall firewall add rule name= SysExpertez_24158 dir=in action=allow protocol=TCP
localport=24158

e To allow WMI service in firewall, execute the command:

netsh advfirewall firewall set rule group="windows management instrumentation (wmi)" new
enable=yes

For Windows Version L ower than Vista

To enable remote admin service, execute the command:

netsh.exe firewall set service remote admin enable
Go to Top
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More Scenarios

Here are some more scenarios related to Windows domain management and the use of SysExpertez.
There is likelihood of these situations developing in your network setup. You will find instructions and
suggestions to address those cases.

Requirement for remote query on Win32_Product for installed software ina computer .

Software can be installed in a computeras6 Per User 6 or 6Per Machined. I f tt
O0PEserd, the |l ocal WMI call,btcausetWiuseraist® hivedsuct wi | | su
loaded. However, if the user performs a remote WMI call for Win32_Product, it will fail (Generic
Failure 0x80041001) asthes y st em canét |hveafa thé reneoteusergi str y

Solution : For Windows XP and Windows Server 2003, the query needs to run from a user account
that has never installed software on the workstations. From Windows Vista onwards, the issue has
been fixed. For SysExpertez, we suggest the Admnistrator to create a user with administrator right to
use SysExpertez. It will give the correct result for all versions of Windows.

Computer gets detected as 'Disabled'

If the connection address of a computer is not registered in DNS, the computer may be shown as
'Disabled'. To enable the computer, you may check the option 'Register this connection's addresses
in DNS' from 'Advanced TCP/IP Settings' dialog.

Reverse Look up Entry

Reverse Lookup queries the DNS for a host name based on an IP address.
Follow the steps below to create a Windows Server 2003 DNS Reverse L ookup Zone.

Note : Only a domain administrator has the permissions to perform this task.

Creating a Reverse Lookup Zone
Go to Start -> Administrative Tools -> DNS MMCto open the DNS MMC
Right click on fARemedsérbmokhp Zones®t menu select AN

This will begin the New Zone Wizard (Refer to Figure-19).

Go to Top
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1 Forward Lookup Zones
-1 Reverse Lookup Zones
Event Viewer

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
server.

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, click Next.

Cancel ! Help

(Figure-19)

Clickt h Blextdbutton to continue. The New Zone wizard starts (Figure-20).

Selecttheoption A Pr i mary Zoneod to cr eandcick@N etogodtinueef your zone

i New Zone Wizard

Zone Type
The DNS server supports various types of zones and storage.

Select the type of zone you want ko create:

Creates a COE)V of a zone that can be updated directly on this server,

(" Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

(" Stuh zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(S0A), and possibly glue Host (&) records. & server containing a stub zone is not
authoritative for that zone.

¥ Store the zone in Active Directory {available only if DNS server is a domain controller)

< Back ' Next = I Cancel Help

(Figure-20)

Note : You can select the check box at the bottom of the New Zone Wizard on a Domain
Controller (DC) to store the zone information in Active Directory (AD).

Go to Top
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From the fiActive Directory Z@igwe2Reagkettone afthe mdio Scoped di
button options.

New Zone Wizard B3 l

Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your network,

Select how you want zone data replicated:
" To all DNS servers in the Active Directory Forest sarangsoft,kollata.com

' To all DNS servers in the Active Directory domain saranasoft.kollata, com

" To all domain controllers in the Active Directory domain saranasoft.kollata.com

Choose this option if the zone should be loaded by Windows 2000 DNS servers
running on the domain controllers in the same domain.

rollers specified rrthe scope of e Fullowing spplicationidirectory

7

< Back I Mext = I Cancel l Help !

(Figure-21)

Click6 N e t® tobtinue.

Nowyouwillbeint he A Reverse Lookup Zaguwe2 Na.meFo rditah é gfi Nbeotxwo r Kk
field, enter the first three octets of the IP address as the IP addresses for the zone. For example, if
your IP Addresses are 100.100.2.xxx then enter 100.100.2.

Go to Top
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New Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

J

To identify the reverse lookup zone, type the network ID or the name of the zone,
' Network ID:
[1 00 .100 .4

The network 10 15 the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0.10.in-addr.arpa.

(" Reverse lookup zone name:

l 2.100.100 in-addr.atpa

For more information on creating a reverse lookup zone, click Help.

< Back l MNext = l Cancel Help

(Figure-22)

Click 6 N e to toitinue.
From the fADynami ¢ (Elgue-23),seaectdne aflthe radiobboton options or accept
the default optioni Al | ow only secure dynamic updates (recommen{

x]

J

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

New Zone Wizard

Dynamic Update
‘You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Select the type of dynamic updates you want to allow:

% allow only secure dynamic updates {(recommended For Active Directory):
This option is available only For Active Directory-integrated zones.

" allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.

-.5 This option is a significant security vulnerability because updates can be
‘ accepted from untrusted sources,

" Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back ] Mext > I Cancel Help

(Figure-23)
Click 6 N e t® prdceed to completing the wizard.

Go to Top
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Review the ACompl eting t he (Fijweard)Zooangerrdvs tsy aompadingdi al og bo
the following with the example above.

Name: 10.10.10.in-addr.arpa
Type: Active Directory i Integrated Primary
Lookup type: Reverse

New Zone Wizard l

Completing the New Zone Wizard

¥ou have successfully completed the New Zone Wizard. You
specified the following settings:

MName: 2.100.100.in-addr. arpa
Type: Active Directory-Integrated Primary
Lookup type: Reverse

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To close this wizard and create the new zone, click Finish.

Cancel Help

(Figure-24)

d i c k toFEompléteschedting the new zone for Reverse Lookup.

Finallyr evi ew the new zone by eXxp awhkienogshouldsee thdrewlyl 0. 1 0. x
created records including an fA Record for the DNS server.

NOTE: If you do not see any records, right-click on the newly created zone and from the context
menusel ect fARel oado.

Manually Create PTR Record
Now you need to create a Pointer (PTR) record for your reverse lookup for the DNS server as follows.

e Right «¢I00.10K2. @ n Si.fFomthedcontextmenu,s el ect ANew Pointer (PTEF
bring up the fiNew ResourceRecord’ dialog box (Figure-25).

e For the AHoetehPeNumberl ast octet of t he,i@Hé¢S server
IP Address is 100.100.2.5 then enter 5. For t he o¢fibidwse for the BNSeserver or enter
the DNS fiFully Qualified Domain Named (FQDN), such as MyAdDomaincom. When you are done,
click 6 O.K 6

The following series of images explain the process.
Go to Top
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= dnsmgmt - JONS' SERYERO1\Reverse Lookup Zones' 100,100.2.x Subnet]:

=

ﬁ. File Action Yiew Window Help
¢ AEXFRAR| RE EOE

2 ons 100,100.2. Subniet 2 record(s)

=+ SERVERDI

=1 Forward Lookup Zones il Type : Data -
@@ _msdcs. testdomain.com _l (same as parent folder) Start of Authority (SOA) [1], server01.testdomain.com
# g testdomain.com Léj [EEUEN - Resource Record [ xj|omain-com.

{2 Reverse Lookup Zones :
100.100.2.x Subnet Pointer (PTR) ]
2 100,100.2.% Subnet

E@ Event Viewer Skl ooy

'100 |

Eully qualified domain name (FQDN):
l 5.2,100.100,in-addr.arpa

Host name:

I Browse. .. I

™ allow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

oK ' Cancel }

Y

Look in: IQ Forward Lookup Zones -
Records:
Mame l Type l Data I
@ _msdcs, testdoma... Active Director...  Running
testdomain.com Active Director...  Running
Selection; I testdomain.cam
Record types: IHosts (A Records) _:’

(Figure-25)

Go to Top
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e

Look in: l@ testdomain.com = ’
Records:
Mame ! Type l Data ’ :j
\Z] (same as parent ... Host (&) 100,100.2.3
{'5] Annie Host (A) 100.100.2.22 ‘—’
=] Barbara Host (&) 100.100.2.54
Z] Ben Host (A) 100.100.2.14
LEJ Conference Host (A) 100,100.2.37
Host (A) 100.100.2.49
Host (A) 100.100.2.5
Tl b SAN 4O 45O O 4N _v_l
Selection: |r|e'.~'-.n: omp:kestdomain. com
Record types: lHosts (A Records) _:J

| oK l Cancel ‘

New Resource Record 2] I

Pointer (PTR) l

Host IP number:
lmo q00°2 4

Fully qualified domain name (FQDN):

l 5.2.100.100 .in-addr.arpa

Host name:

l newcomp.testdomain.com

V' allow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

QK l Cancel ]

(Figure-25 repeat)

Finally (Figure-26), right-c | i ¢ k00.000.2. fix1 S u eninyert thie right pane, and from the context
menu refresh with the new information by s el ect iapton.iRel oado

Go to Top
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_;_ dnsmgmt - [DNS,SERYERO1Reverse Lookup Zones', 00.2.% Subnet]
3, Fle Action View Window Help i =
e A@EXER 2@ 8 06
2, DNS 100.100.2.% Subnet 3 record(s)
5] §ERVER01 n T Dok

= Forward Lookup Zones g YR - e -

L@ _msdes testdomain.com same as parent folder) Start of Authority (SOA) [1], server01.testdomain.com.hostmaster...

i m =] testdomain.com same as parent folder)

Name Server (NS) server01.testdomain.com.

E1:88 Reverse Lookup Zones 0.100.2.5 Pointer (PTR)

- @-{z 100.100.0.x Subnet
- [z 100.100.2.x Subnet
[#1-{4]) Event Viewer

newcomp.testdomain.com.

(Figure-26)

Similar steps can be taken to create reverse lookup zone for Windows server 2008-R2.

Windows server 200 8 (R2)

Open iDNS Manageb. Right-c | i ¢ k

on fiRever ¥®mtheocontextmend,cred st A New
Z o n eTdat will begin the New Zone Wizard (Figure-27).
2, DNS Manager
File Action View Help
e rmlo= el d 6
L?h D_NS MName I Type I Status |
Bl 3 SERVERO1 [=10.100.1 TR
| Forward Lookup Zones New Zone Wizard ||
=l | Reverse Lookup Zones
1 0.100.100.in-addr.arpe Wgalcome to the New Zone
| Conditional Forwarders Wizard
[£2] Global Logs | 54
This wizard helps you create a new zone for your DNS
server,
Z

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, click Next.

= Back I Mext > I Cancel

(Figure-27)

d i ck tdcdminue. 6

Go to Top
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In the New Zone Wizard (Figure-28),se |l ect @A Pri mary Zoneod ztne

New Zone Wizard E3
Zone Type a

The DNS server supports various types of zones and storage. ;
5

Select the type of zone you want to create;

* Primary zone
Creates a copy of a zone that can be updated directly on this server.

" Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides Fault tolerance.

" Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(50A), and possibly glue Host {A) records. A server containing a stub zone is not
authoritative For that zone.,

[V store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

< Back I MNext = I Cancel

(Figure-28)
Click dNextbéto continue.

create

Note : You can select the checkbox at the bottom of the fiNew Zone Wizardd on a Domain

Controller (DC) to store the zone information in Active Directory (AD).

a

cCof

From the AActive Directory Zo(Rigure-R% peleit one dfithemadiccope d ¢
i C

button options. Then «c |

New Zone Wizard
Active Directory Zone Replication Scope Q‘
‘ou can select how you want DNS data replicated throughout your network, !
z

k 6Nextod to continue.

Select how you want zone data replicated:

(" To all DNS servers running on domain controllers in this Forest: mysysdomain.com

I ¢ To all DNS servers running on domain controllers in this domain: mysysdomain.com I

" To all domain controllers in this domain {for Windows 2000 compatibility):
mysysdomain.com

€ To &l domain contrallers specified in the scape of this directary partition:

< Back I Next = I Cancel

(Figure-29)

Go to Top

.

® SARQNQ;S?)@ Copyright® 2009-2012 SARANGSoft Corporation. All rights reserved.
0e°

Page | 32



Installation Guide 7 SysExpertezv2.1

From the fiRever se L ook u(pigud0)eelestahen@ption IPv4arllRvG) b o x

addressesto create a Reverse Lookup Zone. Then cl ick O6Nextd to continue.
New Zone Wizard
Reverse Lookup Zone Name ;‘

A reverse lookup zone translates IP addresses into DNS names.
7

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvé
addresses.

(%' 1Pv4 Reverse Lookup Zone

" IPv6 Reverse Lookup Zone

< Back I Mext = I Cancel

(Figure-30)

Nowyouwillbeint he fAReverse Lookup Zaguwe3l)Nkomied i ci al égNelh avor k
IDG, enter the first three octets of the IP address for the IP addresses for the zone . For example, if
your IP Addresses are 100.100.2.xxx then enter 10 0.100.2.

New Zone Wizard [ X| l

Reverse Lookup Zone Name ra
A reverse lookup zone translates IP addresses into DNS names., m
2

To identify the reverse lookup zone, type the network ID or the name of the zone.
% Network ID:
100 .100 .4

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0.10.in-addr.arpa.

(" Reverse lookup zone name:

00.in-addr.arpa

< Back I MNext = I Cancel

(Figure-31)
Click 6 N e o toitinue.
Go to Top
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From the @Ppgataend cdi al og b o x obuttdneptidns oo ateept thé default ef r a d i
AAll ow only secure dynamic updates (recommended for £

New Zone Wizard [ X] I
Dynamic Update a

You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates. Z

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the type of dynamic updates you want to allow:

% allow only secure dynamic updates (recommended For Active Directory)
This option is available only for Active Directory-integrated zones.

" allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.

This option is a significant security vulnerability because updates can be
“*=  accepted from untrusted sources.

" Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back I Mext = I Cancel

(Figure-32)

Click 6 N e t® prdéceed to completing the wizard.
Review the ACompl eting t he (FiyweaB2)Zooangerrdvs lsy aompatcingdi al og bo
the following with the example above.

Name: 10.10.10.in-addr.arpa
Type: Active Directory i Integrated Primary
Lookup type: Reverse

Go to Top
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New Zone Wizard I

Completing the New Zone Wizard

ou hawve successfully completed the Mew Zone Wizard, You
specified the Following settings:

i
o

Mame:  2.100.100.in-addr.arpa ;!
Tvpe: ackive Direckory-Inkegrated Primary

Lookup bype: Reverse

3

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolukion using nslookup,

To close this wizard and create the new zone, click Finish,

< Back I Finish I Cancel

(Figure-33)

ad i c k toEomplétescheédting the new Reverse Lookup Zone.

Finallyr evi ew the new zone by exp awhkienogshouldesee thdrewlyl 0. 10 .

created records including an fA Record for the DNS server.

NOTE If you do not see any records right mouse click on the newly created zone and from the
contextmenus el ect fARel oado.

Pointer (PTR) R ecords

A Pointer (PTR) Record creates the appropriate entry in the R everse Lookup Zone for reverse queries.
As you saw in the previous images, you have the option of creating a PTR Record while creating a
Host record. If you did not choose to create your PTR record at that time, you can do it later at any
point.
To create a PTR record:
1. Select DNS from the fiAdministrative Toolso folder to open the DNS Console.

Choose the Reverse Lookup Zone where you want your PTR record created.

From the Action menu, select fiNew Pointero (refer to Figure-34).

2
3
4. Enter the Host IP Number and Host Name.
5. Click @Ko

Go to Top

X

.

° \ARM Copyright®© 2009-2012 SARANGSoft Corporation. All rights reserved. Page | 35
T



Installation Guide 7 SysExpertezv2.1

File  Action

View Help

& DNS Manager

e |7mIXREo=HBm 85

& DNS
El 5 SERVERO1

:; Conditional Forv
(] Global Logs

| Forward Lookup Zones
[= || Reverse Lookup Zones
| 0.100.100.in-addr.arpz

MName

| Type

I Data | Timestamp

MNew Alias

Mew Delegation...
Other New Records...

Update Server Data File
Reload

:—] (same as parent folder)
ﬂ (same as parent folder)

(CNAME)...

all Tasks

View

Delete
Refresh

Export List...

Properties

Help

Start of Authority (SOA)
MName Server (NS)

(Figure-34)

[1], server01.testdomain...  static
server01.testdomain.com.  static
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